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Play sound again Congratulations!
Download sound as MEP3
You account successfully created!

Type what you hear:

Q
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&

Step4d: Google Speech API will solve the audio challenge for us

and now we need to submit the reCaptcha form with the Google
web speech APl resuit.

Step1 : Download the mp3 audio challenge from
reCaptcha form.

Google Speech Server

I “ Step 3: Send processed noise free audio file to Google

Step2 : Process the mp3 using custom audio processor Web Speech API

FGoogleff]Web Speech APIIE & R 7R E H CireCaptchar® & J ik hg
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Point-and-click patterns Angle-based features ==
cision
Recorder Pre-processor Classifier P
k Record User Extract Point- Calculate Classify b/t
Mouse and-Click Decision User and
\/\ . Movements Actions Scores Impostors

Users are identifiable, even in different environments

- "-pe 1 1
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Duwection Ange [degroo) Curvature Distance [no unit] Curvature Angle [degree)
Zheng, N., Paloski, A. and Wang, H., 2011. An efficient user verification system via mous
Small Margin Support Vectors Large Margin movements. Proceedings of the 18th ACM conference on Computer and communications security

CCS "11., p.139
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id: 507ffa2bee344d2b9e969caad873clas5e
version: 2.3.3
token: 41d84910a92c48afa8dedBba®45139b7

type: 5

width: 310

data: {"d":"","m":"RNh4zSVuR@a+oIhL7fkCbX8eN%9grcb2DlwbColZswTeC8jMEDI1PR57j9XhWM7R4e6nR5+pnvBaHaPRPIHLbPxuCiA+/eTSte\\9DIPIgOLKNL
DxocWRFg/bpV+PQO1r9UogVFySNg2dVZe9kDu7 1W\\+\\8LPQZzmdnvQ6goBvydgSYkamPdHEk jFfODYWOEUIH2czBdNuEbge59YV50vBnlh+6\ \grs+VydUFAvhsKPg(
PacZg7wERFZQX4nbyGlvD4Ir89gMrDpt41TD65/ jMuvnQDGUNWisFM]87/1ge+RM75RQ11KYNS s /Q5GA1/w2b7nBr2QbPId5aZy jgHe7ZeHXBtAEDbcFI6eCNePY92YR
kEj@sK6EFWQrdfTVND5jrhilBode99CxVyHEjrK+IYFfGwhUx jmms\ \my8RYPIEVa3","p": "prHBbGSAAV/xx9inxyhqTaVLoAAIPzdVGCcBmGWSicGp3", "ext™ : "Fmc
referer: https://dun.163.com/trial/sense

callback: __JSONP_119ymhg_1

aid: 1252028920

asig: M9g-ybEemq3_IVqFZQdGdIN-BAGTWRC _DdnS1MsYXh5n5SeDHYOZvIvrqlpHSuV7ysBNMIUiIC8]13czagKPEPKbObEPILiPEWmbGIzZzSsxAarwigb9q7Ca83Mgzha®_vnzrval_Bed3g2WTyrTiChbcQ**
captype:

protocol: http

clientype: 2

disturblevel:

apptype:

curenv: open

uid: 82202185

cap_cd:

height: 45

lang: 2852

fb: 1

theme:

rnd: 637617

collect: OD6q9t@Araklf+dtglisVhGzBThdaDAZEWi40286rYDE2BepBQSTE+dXXvpWZYbgXwO3%aIXg1lNdovU7pbceDSbaThrOlS5Gmukmxz0D9crX7 TdgBDBrrbEE jkinb/AtlWsBgSedHrvg/oF C8nHQg+WGRaTI:
BFocbce3UBTLUK3niYKzZr3MTCUnXRzvmgnf ILKVVxtRALp/ 156300MxSv3preCtMOySUYcPB+1LenVpkuvsuwC2FIOIsjorypallf¥0r2/ /rgjLxiOKeNxIhvTazpA/ FebvkQLrodX/60wl14PHzTLWobgjU32cZ(
VYSiIxiuTopLUDUBSaSRiong7wRInSx2qDtAml2Au7adK9vNRQaYY /Cimz fLONYRBUe8g6HORD1Y rMuxDi0ZSLX2x/10V31gkw+FtbriH+1SmAa0OK3+reATt(BA2sZKFB+tIIKBmkKB4 j 7wek ffcBVHB5U/ 10tNel
qEasf7zuP9YgTOfvkxritSJ4SZCCO1DtrN1IKppWPIcOwViTnRaPaPD/MMiFmKIyuAvPZcYi/uG@taBElaYga2+mTrXwlUohjqiiwdjPGy3owIlaglLsNcx2F/mL5/oLiwSG7014gcX2LB4IH+Qsg8VYNDKLZu3QHr}
0@HY@XeNGbX1Zmf(Sm@0ZbeP1lsWux7x0/RGBiQgKITSApGRIBUBUSMKkg@F xtVZIrzLDUVXFNThYGCaky+hrfOAONdAV@11V3jH+jsyzEBF5q3GulldQVsAvRg+FaRxXXeY4bEUXF1jopMhlvHx+rtCmSGCgnEQES)
f@zFZhXNCxgBY/X6pItqUAauTDnupHFDs@tADYOS4qx1VhYro@rbiSYywx3FPoQiP@5L 38VTqGdFENVZLmx+alEc8y+BBaZ7Rhn]J@Rz1DaB69MIrj+1zKi5WuvDgGoabDHsRz2mE 30T hdHxmF 7wT jwn/kkz11M4)
QTCYBEIwcIIXgNTO2LJRANxn1GmQKSwWUGXE0d9H2F61 21 7xdPHDVOxhaN6cxvtB5p8sLWx1GebOnyaP /s99T72zTZ81MBjPNOb1B=

firstvrytype: 1

random: ©.8728919132199324
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aid: 12520208920

asig: YjsZfGwRbBIVOjGyCk9Xe9p3Millv01i83IRWKSBtdT86rulNgktV-M190p6kgltV1ibPD2_BedN3VQAeZxvTL124RRqIbfmIkzkAig
captype:

protocol: https

clientype: 2

disturblevel:

apptype:

curenv: open

uid: 1667577568

cap_cd:

height: 45

lang: 2@52

fb: 1

theme:

rnd: 529826

rand: 8.87059807561987808

sess: YROVhe_S2b-BAgfbzik@WNLVPHGX_Shdld_5dKré6LSE_yX2dnxBL1legmf-J9LYpBoyInldbAyhR-WcxXT4u07bc9E18tCz5quz3DCEU
firstvrytype: 1

showtype: point

subcapclass: 7

vsig: b@lrmml758917aRTnl8 VMYzy-mufvBkFg Dijt@iDdd2w8ZeDa5109nIU4Dx8gP0SiX51DdFTEYQhkzCL2ksknMeBALhpmwdIB@gCE
ans: 104,96;148,206;454,200;104,248;

cdata: 142
bcbafa: 0D6q9t@AraWlf+dtq@j8VkNHLOZ/ /x1VIW7g981yuB6HFSF5] jeT4+w82RyGb3]juPxj1GTXiCRaNszRQDppm/Con71]IsalSmiik
JgiTgvie/i+oduSs)aRggXFBEU/SG0mprelWHWr TT8bNAdAlatk8zg2UQ/MjRtHXg7+RPH+85ckZy1VCpTWITAQgknzcKsNHaZSfSzt4y 00U
yWOUNF7Ewq/MdYgHZ EdxUv168Fx6H11CAXYyMZcvr2pzsM17LZ4INW3HhJHrSPGfpu2d/Dk85DYDUEbEiv3ovivhWoul zt+6P1+4jp278r6ehk
nHjpZMMSSUtWbI9naXL5La0wx806IqCndkQkIeYM+K3gphBM20+IHd2U2ZhFL+r2Ix5IplQHXgmGFll6toWrqunZ1lVETpxVI12WECVQ ]S/ XsR
k7KLRzZrikvXpxmAlHQ7zVgmNB1lgOo7RvnnaXYIfwVXTOG1XMEe1Wg]l jBdr7 /YymRvrNI9FvPp7806eSVIDYyK+UMgQHGS1mTpl /aXRgVeBaX7R
0Z1ECXZ6RAND1YyGbNOkpK19mPdVEMDsmBnhmlSztgBRVVi1ixWZYAueBl19MAZPt6QdgBZCti6/ InCabF j+aBvIj+@xuSmiSY3sc7Z1otlaFPr
026F1SgC70EEkmNNh1yhSHxRV0agvoul0dI7QGUQSVSIsCseLWY860CVINTYwl/9kQqtbFaw/z9ztbVMyDFV+jvol7d0BulmiOhxrCMiT+0k
vsofzvZfRkzkjCyhjOAXpYaduHzUZndjWuBEnQxGvHENPIF5Y24MuADosYa8LrketedullyxTsanSPeb3kemOe/ fRvKysoZRddB8H3IPs63huwl
roTBnlVBPu90daEm/L1xIK%eL+kE3kdKgvevs+AEDrUXhUEKCpFyLvSuQJlk8pjiE@BEXPEHPMHLBOfawYIRVZ1hGmsUSFxUs79 1wl swyH54
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